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Executive Summary

The Art of cyber warfare has much in common with the art of war on the classic battlefield. To emerge 
victorious one must know oneself, the enemy and the battlefield.

Vulnerabilities are in the very essence of our reality and becoming even more fundamental in the world of 
cyber security. Hackers or adversaries see vulnerabilities all around them, knowing they are key to achieving 
their goals.

By understanding the key fundamentals of the adversary tactics, techniques and policies, defenders can 
turn the tide of battle. Understanding the costs for mounting an attack, and the different stages of an attack, 
allow defenders to impose costs that can hinder or even thwart attacks from the get go; using principles like 
"The Great Wall" and "Weakest Link" detection.

Using a frequently updated 'Common Operational Picture' defenders can list their potential threats- 
understanding the likelihood, risk, and counter measures- enabling them to build and maintain formidable 
security profiles.



Introduction
This document touches on the concepts of cyber security and cyber warfare in an attempt to distill 
understandings about how “hackers” or adversaries view the world and how these views can empower 
defenders facing them.

Hiding in Plain Sight
If you want to understand cyber security, you must not see it as depicted in the news or movies. Forget the 
image of the single, nerdy teenager working random acts of violent “magic” at his own whim. You need to 
think of organized groups, hard-working, talented individuals focused together on covert goals, combining 
various disciplines to execute projects. You need to understand their way of thinking by perceiving the world 
through their eyes--a constant hunt for vulnerabilities all around.

When the team leader walked in, they were already seated around the table. He was used to these late- night 
hours, but he could never shake the excitement of a new challenge coming his way. His heart beat; all eyes 
in the room watched him. 

“We are sorry to drag you in here this late at such short notice, but this one is critical for us; a lot hangs in the 
balance.”  “Here are the specs,” the senior manager said, turning a slide in the keynote.
 “The target isn’t that big-- around 150 people-- but they have good IT and have fended off attacks before.”  
The team leader knew this kind of target. He had seen dozens of similar organizations. His head rushed with 
all the tricks they love to use. 
He thought to himself, “Igor will have a field trip with this one, and Willeet just finished that new zero- day 
exploit. That would probably be perfect here.”
“There’s one more thing. We know the files we want are only accessible from a single workstation that is 
never connected to the internet or any other network.
“Oh...We’ve never done something like that before.” The crowd around him exchanged worried glances. 
Thoughts raced through his mind.
“So can you get us what we need? Can you get in?”
He laughed and replied with a smirk, “We can get into anywhere. It’s just a matter of price.”

Vulnerability Defined
Vulnerability has many definitions, security-related and otherwise, but my own favorite is this: “A defect in 
a mechanism that allows the mechanism to operate in a way it wasn’t intended to.”

So what are vulnerabilities? They are everything, and they are everywhere--right in the glue that makes our 
world function. Examine these examples:

• The Cuckoo Bird relies on a vulnerability in other birds, which is the tendency to care for any eggs in their 
nest. This allows the Cuckoo to force other birds to raise its young.

• In biology, viruses use the vulnerability of cells, naturally ‘executing’ RNA/DNA code in their nucleus/
cytoplasm without checking origins, to have their own genetic code replicated and spread.

Similarly, technology-based mechanisms are prone to vulnerabilities. Classic examples include the famous 
input vulnerability in AT&T pay phones, the internal mechanism of which relied on specific tones that were 
easily exploited by hackers playing those tones, using recordings, or even blowing toy whistles (“Captain-
Crunch”) to enjoy free calls. The fact that the pay phones obeyed signals from external sources is a classic 
vulnerability--introduced to the mechanism because of faulty planning.



Another slightly more modern tech example is the race condition vulnerability in certain Coca-Cola vending 
machines, where a “hacker” could get 2 cans for the price of one; the machine would release a can a fraction 
of a second before it decreased the amount of money available.
Vulnerabilities are all around us, but it’s not always easy to find them--especially when specific conditions are 
required to enable exploitation. This leads to the art of vulnerability seeking. Since any target is composed of 
multiple mechanisms, there are multiple opportunities to find vulnerabilities. Adversaries might waste their 
time by trying to “knock on every door.” 

They need to balance between picking low-hanging fruit (previously known vulnerabilities or immediate 
suspects) and staying the course to reach tailored exploits for more suitable vulnerabilities. 

Adversaries need to familiarize themselves with the mechanisms they attempt to exploit. Only with that 
intimate knowledge can they triumph over the many obstacles and unknowns in their path for successful 
exploitation of mechanisms and achievement of their attack goals. Of course, such efforts come with costs, 
which adversaries must value and balance.

Assessing Costs
When adversaries assess the cost of an attack project, they will put into consideration several key elements, 
among them the following:

• Existing vulnerability level of the target
• Is the target known to be at risk, or is the target vulnerable to existing exploits?
• Is the target connected to or using known-to-be-vulnerable services?

• Relevance of the adversary's existing attack infrastructure
• Tech infrastructure (exploits, Trojans, C&C servers, etc.)
• Attack vectors (mail/spam delivery system, botnets, human connections, physical access, etc.)

The availability of these elements or resources and their applicability to the attack project are key factors in 
the adversaries’ decision-making process. These factors could even determine if an adversary will take on the 
project in the first place.

While evaluating an attack project an adversary will, more often than not, seek the most cost-effective way 
to complete the mission. As a result, vulnerabilities again become a critical part of the process--not only as 
tactical points but as part of a broader view.
Seek a major conceptual vulnerability that can streamline most of the project: “The Weakest Link.”



"The Weakest Link"
A chain is only as strong as its weakest link; this is a classic phrase fundamental to any security plan (attack 
or defense). When in defense mode, neglecting to identify and manage your weakest link is likely to be the 
equivalent of having no security measures at all. The difficulty in this pattern lies in the fact that minute 
elements can make all the difference.  For example, an organization can configure strict, detailed, and 
enforced authentication/password policies when logging in to workstations but neglect to enforce the same 
standards on the IT department’s servers. Such neglect enables adversaries to obtain easy footholds within 
the network. When looking for the weakest link the immediate suspects should always be humans, i.e., 
the people working in or with the organization. Humans abound with potential vulnerabilities and errors. An 
easy example can be found in the following anonymized case-study:

A large government-affiliated organization had a frequent need to incorporate files from external resources 
into its secure internal network. The organization, aware of the dangers involved, hired top- notch security 
agencies to design a protocol and a system in which new external files were introduced to the network. 
The result was an awe-inspiring file insertion system including an impressive chain of various anti-virus 
and malware sandboxing solutions, all boxed together with a single interface. Using  the system’s interface 
required uploading the wanted files to a special station, and after about 30 minutes or so, the employee 
would receive the files in an email within the secure network. All employees were ordered to use the system 
every time they uploaded files. On paper, this solution has a lot of merit, but it fails to recognize a key 
problem: People don’t follow rules; they follow norms! Thus, the employees in the organization came 
to believe that when it comes to tiny, single files, there is no point “wasting” 30 minutes while waiting for a 
file to be checked in the system. In one incident, a secretary rushing to do her chores skipped the protocol, 
directly uploading and executing a malware- infected file on her workstation. This tiny, single file eventually 
led to a system-wide DOS.

Similarly to weighing your weaknesses and weakest-link in defense mode, you must understand your 
strengths. The easiest way to evaluate defender strength is by examining the potential cost for an adversary 
to complete an attack on the defended target. From that perspective it is important to remember the Great 
Wall of China.

"The Great Wall"
A commonly ignored fact is that the Great Wall, unlike medieval castle walls for example, doesn’t cover
the entire Chinese border. Adversaries (perhaps Mongolian raiders) at the edge of the wall could just ride 
around it and enter the ancient kingdom of China. However, that would come at a cost: a long, encircling ride 
around the wall to enter, and then again when returning home with the gathered spoils of battle. “Pffft… 
Who wants to do that? Let’s go raid somewhere else without long, tiring walls.” 

As a defender you don’t have to stop your opponent; by simply making it not cost-effective for the 
other side, you can avoid an attack from the get go or at least tire your enemies until they make mistakes 
that can lead to their detection or failure. To understand how adversaries evaluate their attack-cost, you first 
need to understand how they perceive targets.



Targeting
The target is what motivates the adversaries in the first place. In their minds the target quickly detaches 
from its organizational or social context. They see only the end goal and the milestones to it; the people in 
the way are nothing but pawns to play with or against.

By now you should have a clear understanding that the range of possibilities available for an adversary to 
execute an attack on a target is almost infinite; with enough resources an organized and motivated team could 
penetrate almost any if not all targets. Know by now that such operations could be very costly. Adversaries 
have to choose their battles and targets. The question remaining is this: How does one become a target? 
The answer here once again tightly couples with cost-effectiveness.

Adversaries will usually focus on attacking many low-cost targets, or few high-value/high-cost targets. Each 
set is very different in its modus operandi, leading different types of adversaries to specialize in different 
types of attacks. (See chapter “Attacking a Target.” ) The more value a target has, the more effort an adversary 
is willing to put in. This range of targeting reasons converges with the opportunities an adversary finds 
while surveying targets. What many businesses and organizations fail to do while planning their security 
profile is to consider their COP or “common operational picture,” a classic military intelligence summary 
that consolidates the overall layout of the organization internally and toward the external world. Included 
with equal importance is the listing of potential threats’ and enemies’ layouts. Indeed, preparing for cyber 
security events is preparation for warfare and requires military methodology.

Most business will consider the common, ubiquitous security solutions available. Some even go a step 
further and purchase the top-tier (top dollar) solutions, but even the best shield in the world won’t stop a 
cannon--much less so if you turn your back to it. Part of the challenge for both adversaries and defenders in 
this world is expecting the unexpected, as shown in the following anonymized example story:

A medium sized company provided a peripheral service to their clients that allowed them to upload files 
to the company's servers (as part of the customer support interface). Included was the option to upload 
PDF files, which were automatically converted to JPG format. Adversaries seeking a way into the company’s 
internal servers were able to identify the application used to convert the files by reviewing the outputted 
JPGs’ EXIF data. Once identified the adversaries obtained a copy of the software and reverse-engineered it, 
finding a vulnerability that allowed them to execute malicious code on the company's servers through a PDF 
upload. This quickly led to an in-depth attack on the company’s internal servers, during which customer data 
was stolen and records were erased. The attack comes from an unexpected source, a weak point so minute 
the defender had almost no chance of detecting it. However, that would be a naive and rather wrong outlook. 
By building and understanding the common operational picture (COP), the defender had the opportunity 
to identify the customer upload channels as a potential vulnerability. Setting up proper defenses (such as 
placing the file upload servers in a separate DMZ), could have changed the scenario completely.



Attacking a Target
Attack is the process in which the initiator seeks to obtain certain goals from the target. There are 
many ways to classify attacks (methodology, assets used, skills involved), but in my opinion most of the 
above fail to create a whole enough picture without going into great detail. One preferable method of attack 
classification is goal orientation: What types of goals is the adversary seeking to obtain from the target?

Attack Types
• Immediate (Quick/Hit-and-Run)

Attacks that aim to achieve goals in a short period of time, taking less consideration of side effects (e.g. 
exposing the attack, adversaries and/or their goals) Immediate attack goals would usually be limited and 
specific:

• Damage - inflicting damage on the target such as defacing websites, erasing databases or hard 
drives, etc.

• Theft - gaining access to privileged information, resources or systems
Theft is frequently combined with follow-up attacks to utilize the stolen information, which may 
come in the form of extortion, gaining access to even more privileged information, or a return to 
apply more damage

• Persistent Access
Attacks that are part of a large scheme, aiming to obtain several milestones or goals. These attacks 
commonly require a long basing stage. (See chapter following - Attack Stages.)

• Intelligence - continuing a process of information collection. Intelligence attacks aim to preserve 
constant access to information sources within the target.

• Waiting for D-Day - building on an intelligence attack operation
Adversaries establish a strong foothold in a target, waiting to execute an impactful follow- up attack 
in the future.  A popular example is the story of Stuxnet: As more information about this advanced 
tool of cyber warfare became known, it became apparent that Stuxnet was part of a multi milestone-
based operation in which adversaries sought to gain access to deep networks in the Iranian regime's 
nuclear program. Upon reaching the specific equipment within the organization, the adversary 
could interfere subtly to damage and even destroy the expansive centrifuges.

Stuxnet’s spread was far wider than just the eventual targeted systems, demonstrating the adversaries’ 
need to move through the unknown, the fog of war on the battlefield, in stages, slowly progressing 
and learning until they can reach their goal.



Attack Stages
While an attack operation on a target, like any other project, encounters obstacles, plan changes, and 
upheaval, the fundamental stages of an attack are often the same: Lead > Entry > Basing > Exfiltration.

• Lead
To attack a target you must first find it and a viable access route. Every operation starts with finding 
leads, pieces of information about the target that allow the adversary to trace it and any available routes 
to it. These often come in the form of contact points such as an internet website, emails, phone numbers, 
and even snail-mail addresses. 

Once initial leads are found, an adversary will pull on these leads and trace their threads until he or she 
finds a suitable entry point into the target. In the lead stage, like all stages, vulnerability seeking comes 
into play with the detection of potential information leakage by the targeted organization--allowing 
more leads or higher quality leads.

• Entry
With the possible entry points found in the lead stage, adversaries start probing--gathering more 
information regarding the attacked entity and assessing its defenses, building a picture of how it will 
look internally (once they enter). Eventual planning and bridge-building of vulnerabilities follows, 
leading adversaries from their entry point into the target and to their goals within. 

This stage is classic hacking, ending with the adversaries gaining access to the internal part of the  target 
(e.g. executing code on a computer, logging-in to a private online account, physically entering the 
target’s private home or office, etc.)

• Basing
Once initial access is achieved in the entry stage, most real attack projects truly begin. Yes, you read 
correctly; while there are attack projects that end briefly after a few short attacks, most require an 
additional stage, wherein the adversaries base themselves within the target and gradually expand their 
reach until they are able get from their initial entry points to their actual goals.

In ambitious attack projects, the “basing” stage is usually the longest and hardest for the adversary--
mainly due to the fact that this stage for the adversary requires working behind enemy lines with limited 
support, giving up the home field advantage and taking higher exposure risks. As a target at this stage, 
you find yourself extremely vulnerable, fitting the adversary’s design who has now penetrated your 
defenses. Surprisingly this is one of the strongest recovery points for an alert defender; retaliation at this 
stage can prove the most disastrous to the adversary.

• Exfiltration
Similar to the physical world’s military operations, it isn’t sufficient for the adversaries to reach their 
goals (in non-pure, quick damage operations). They need to be able to get in and get back out with the 
information they sought. For example installing and operating a Trojan horse (or Remote Administration 
Tool) on a target’s internal servers isn’t enough if the adversaries can’t communicate with the tool and use 
it to transmit the wanted information out in the right bandwidth. Exfiltration can be a lot more difficult 
than it initially seems. Many novice adversaries fail to plan accordingly for this stage. For a defender 
this stage is a last opportunity to change the tides of battle. Limiting and monitoring communication 
channels out of your organization could in fact enable you to thwart attack operations in the nick of time.



Part of any good security profile is to examine how your organization will be perceived by an adversary at 
each stage. Every stage is an opportunity for the defender to detect, thwart, delay, or even stop the attack 
from commencing at all (remember the “Great Wall” tactic).

• Detecting and limiting lead routes can minimize the number of possible attack vectors and might even 
allow you to set up your defenses on critical paths that are likely to be taken in an attack. This in turn 
provides you with better coverage and early detection chances. When preferring a more proactive 
approach, an option exists to willingly “put out” chosen leads in order to draw adversaries in predefined 
paths—a possibly extreme consideration that can prove extremely efficient for certain cases.

• Simulating and determining how your insides (e.g., internal network, offices, home computer, phone 
memory card) will look to adversaries at first glance can allow you to speculate their next moves 
(according to different goals); you can then set up emergency protocols to handle an advancing 
attack. Diving deeper into the adversaries’ psyches can allow you to predict how they’ll react to specific 
messages they will find in your organization (e.g. server names, email account names, protocols used in 
the organization’s network, signs on doors) and how you can tailor such messages to lead the adversaries 
down a specific funnel or even into a preset trap such as a Honey-Pot.

As we saw here a defender’s security profile can gain a lot from understanding the stages of an attack, 
using them as conceptual mirrors, and enabling the defender to learn about itself, its vulnerabilities, 
and its points of advantage to prepare for battle.
Of course, the battlefield doesn’t belong to the defender alone, and we are required to familiarize ourselves 
with our potential adversaries--those bands and armies gathering at our gates.

Bands and Armies - The Different Adversary Types
There are countless ways to categorize the types of adversaries (motive, methodology, background, skill 
level, group dynamics, attack type preferences), which this document is too short to contain. A rather coarse 
but encompassing method of adversary type categorization is by their organizational structure and size:

• Individuals 
The smallest type of adversary is the lone individual, and here you’ll find an interesting range between 
script-kiddies and extremely talented individuals. Nonetheless, contrary to popular belief individuals 
can’t do much. Of course when circumstances allow it (zero-day/known vulnerabilities) or in cases where 
the adversary is highly motivated, individuals can accomplish impressive feats. More often than not their 
actions will be limited to immediate hit-and-runs, with minimal overall damage. By covering the basics 
(e.g. sticking to standards, keeping software updated, and using the right security solutions such as 
anti-virus, IPS , and suitable filtering/security services, a defender can easily fend off 80% of attacks from 
individuals.

• Groups and Bands
Brought together by mutual interest, the lone individuals from before can become a force with which 
to be reckoned. The actual power of these groups varies greatly depending on parameters mentioned 
in the beginning of this chapter. However, an important parameter to consider here is affiliation: the 
entity that is affiliated with the group and/or that has tasked the group with its current attack project. 
Money and other external resources can quickly turn a ragtag group into a true attack force. While big 
entities like governments, huge companies, or mafias usually have their own cyber task forces, it is not 
uncommon for them to hire renegade groups to handle median/low-tier targets. For the standard small- 
to medium-sized companies, these groups can be a real danger. Covering the basics here is just a start; 
without a solid security plan and profile, a defender can quickly become in need of disaster recovery.



• Mob-Related
When it comes to organized cyber-crime, leaders will be part of the classic organized crime syndicates. 
Similar to the top-tier groups of our previous bullet, mob-related groups are armed with insane financial 
motives and supported by organizational infrastructures that set them in a league of their own. A direct 
confrontation with such forces is extremely dangerous since skirmishes in the virtual world can easily 
move to the physical one. This is evident in the case of Blue Security, wherein adversaries moved to 
threaten the lives of the company founders and their families after DDOS attacks failed to achieve their 
goals. However, most people encounter these attack groups indirectly; as part of such efforts to increase 
their cybercrime infrastructure, these groups attack arbitrary targets in order to include those computers 
within their botnet/spam networks.

• APTs (Advanced Persistent Threats)
Having the greatest strength, cyber warfare organizations are at the service of governments and other 
similarly powerful entities. With true military might, a nation’s resources at disposal, and a prevailing 
cocktail of motivations, APTs are the demigods of cyberspace. While not all APTs are equal (because of 
differences between nations and sub-organizations within a nation), yo u’d  better be concerned (fly, you 
fools) if your organization is valued and targeted by an APT. Without the assistance of a government or an 
equally powerful cyber-entity, any defenses you erect will eventually be circumnavigated and overcame. 
Luckily APTs rarely attack civilian organizations with the purpose of inflicting damage. Furthermore, 
civilian operations without ties to government entities are not likely to be targeted at all by APTs. Note 
that providing services and/-or products to these entities could definitely count as a tie; APTs have little 
objection to conducting attack operations with longer routes if provided quality access to their sought 
targets. There are options to mitigate APT attacks, but that’s a subject for another  article. Here’s the 
bitter-sweet bottom line: even if you are targeted by an APT, you’d probably never know.

Summary
If you got this far you should by now have a grip on how hackers view the world. You understand that 
vulnerabilities and exploits are everywhere, and in the battlefield of cyber security, cost-effectiveness can 
turn the tides of battle.

As a defender you know you must create and update your cyber-COP; you strive to know your strengths 
and weaknesses, including your weakest-link (which often starts with your own people). You seek to list 
your potential enemies and familiarize yourself with their attack methods and goals. You know you have to 
understand how they’ll perceive you throughout the stages of attack, and you are eager to prepare for them. 
Because you see them with their own eyes, you see vulnerabilities.
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Appendix – Guidelines for the Defender

This appendix summarizes key concepts reviewed in the full report. Bringing to the surface actionable items 
every cyber security defender should take into consideration. Many of the questions raised in the following 
list could be used as a good baseline for a 'Common Operational Picture'- but are not an alternative to 
building a comprehensive COP.

• Understand the concept of vulnerabilities as a key driving force to viewing and building your security 
profile.
• What are your organization's vulnerabilities? (consider both human and tech)
• What are your own vulnerabilities as a security manager / defender?

 
• What is your "Weakest Link"?

• Where / how is an adversary most likely to strike?
• For example- Reviewing your network- 
• Which servers are most vulnerable?
• What kind of security solutions can you integrate to counter?

• Understand the role of cost assessment in an attack
• How do your various potential enemies / adversaries value what they can gain by attacking you?
• Remember the 'Great Wall' - can you deter enemies from attacking just by raising costs for adversaries.

• How will your organizations be viewed by in the different stages of an attack-
• What information is available to the external viewer? What leads will an adversary find, and where 

would they take him?
• What monitoring solutions can you use to detect attacks in relevant time and react to them?
• Understand attack paths, for example - what trajectories through your network are adversaries likely 

to take?

• What types of attacks are likely to be used against you?
• How will you react to them when they occur?

• What types of adversaries are likely to target your organization?
• What is their common modus operandi?


